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Attacks in the News

Stuxnet, "the world’s �rst digital weapon" (Wired)
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Attacks in the News

8,850 km pipeline shut down due to randomware attack. Source: Reuters, May 2021
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Challenges for ICS Security

• No security for existing protocols/devices

• Great diversity in platforms and protocols
I Which makes concerted research e�orts hard
I Platforms are generally proprietary
I Uncooperative system operators

• Reliability must not be impacted
I Hard computation deadlines
I Control sensitive to time variations

• Sensor data can lead system to unsafe state
I Actuating and sensing cannot be
authenticated
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Our Applied Research in Singapore
• How to facilitate research on ICS? Own testbeds reproducing industrial setups
• SWaT, WaDI, EPIC testbeds designed for security research & education
• Full systems with physical process, control, SCADA. First opened 2015
• Overall system cost: > 500k EUR x3 (Water treatment, distribution, power)

SWaT planning stage rendering. Source: iTrust
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Related CPS/ICSWork frommy Group

• Understand processes and attacks better
I Datasets (CPSIOTSEC’20)
I Real-world attacks (SG-CRC’16, CCS’16)
I Simulation+Honeypot environments (CPS-SPC’15+’16, IoTPTS’17)

• Explore physical process-aware detection
I Control-theory based (CCS’16)
I Physics-based anomaly detection (CPS-SPC’16)
I State-Aware Detection (SAC’18)
I Evasion attacks (ACSAC’20)

• Leverage constraints for attacker
I Finite data transmission in Distance Bounding (Esorics’09+’11, WiSec’15)
I Broadcasting nature of wireless for GPS spoo�ng detection (CCS’11, ACSAC’16)

• Formal modeling and assessment of systems
I Attacker models (Esorics’16, ASIACCS’17)
I Quantitative Assessments (NSPW’13, QEST’15, PRDC’14)
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Industrial Protocols

• In SWaT
I Ethernet/IP (Rockwell): No security
I HTTP/HTTPs no certs, no security

• In WADI
I Modbus/TCP: No security
I Some proprietary NI protocol (no security)

• In EPIC
I GOOSE: No security
I Modbus/TCP: No security
I . . .
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OPC Uni�ed Architecture (UA)
• Developed by OPC foundation, current version 1.04 released in 2018
• Optional security features

I Authentication, encryption (di�erent modes)

• German BSI reviewed OPC UA security and found no systematic errors
• Dahlmanns et al. (2020) found large numbers of insecure OPC UA systems online

Source: OPC foundation
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Security Features of OPC UA (Client/Server)

• Servers o�er endpoints

• Each endpoint can have own security
mode, security policy, and user identity

• Security modes
I None, Sign, SingAndEncrypt

• Security policies
I Concrete scheme, e.g., Basic256Sha256

• Cert-based User identity
I Apps can have Certi�cate Trustlist
I Global Discovery Server can also act as CA
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Example Addition of New Device
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Example Addition of New Device
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How is the Trust Bootstrapped?

• How does the new device get the trust root (e.g., cert of GDS)?

• On Internet, root CAs have their certs shipped in clients
I Not possible for ICS setting (self-signed certs, no Internet)

• How is this solved in practise?

• What are challenges to set up OPC UA security?

• How do libraries and OPC products
I Recommend security con�gurations?
I Address this trust root issue?
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Research Questions

For our academic paper, we formulated to the following research questions:

• R1. What are practical challenges for the correct use of security features?

• R2. Are security features correctly implemented by the vendors and products?

• R3. What are the consequences of breaking security features?
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Attacker Model

Abstract setup for system and attacker
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Assessing OPC UA Artifacts

• To �nd practical challenges (R1), we survey
proprietary and open source OPC UA
enabled products

• To verify correct implementation (R2), we
built a testing framework and applied it to
artifacts

• To show consequences of security �aws
(R3), we design a PoC that obtains
authentication data, allowing to
manipulate the process

• We assessed 48 artifacts
(products+libraries)

Flow of middleperson attack
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Findings for Products
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Findings for Libraries
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Summary Findings
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Countermeasures / Impact

• How to �x issues?

• Certi�cation by OPC is one way
I Ensures that products at least comply to standard

• We suggest tighter requirements in standard
I Disallow secure channels without Trustlist
I Require secure / out-of-band channel for cert bootstrap
I Don’t just outsource cert veri�cations to humans

• Tutorials and manuals need to be very careful with dismissing security features
I If everything is disabled in tutorial, unlikely to be used later

• Impact of insecure setups need to be discussed more clearly with users
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Impact of Findings

• Currently under submission at tier-2 security conference

• Preprint was quickly picked up by Anton Shipulin, industrial
security lead at Kaspersky

I 104 likes on linkedin, 28 likes on twitter

• Some suggested to submit to Blackhat etc.

• We didn’t try for CVEs as no direct exploits

• We discussed study with BSI and OPC foundation
I Likely impact in OPC UA standard and certi�cation process
I It appears optional security is still wanted trade-o�

• We are currently looking into user studies with ICS operators Linkedin post by Anton
Shipulin
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Conclusions
• There are signi�cant security shortcomings in industrial protocols, products, and
legacy systems

• Reason is not (only) technical ignorance, but practical issues
I Legacy compliance, long lifetime, lack of CA infrastructure, observability
requirements, . . .

• OPC UA one of the few solutions with security features, solid design
I Challenges in implemenations by third parties, endusers

• We identi�ed 38 out of 48 reviewed artifacts have one (or more) security issue
• Impact: as reaction to our pre-print

I Several libraries/vendors already updated documentation
I OPC UA documentation will likely be updated
I Certi�cation process might also be reviewed

• Lots of promise in usable security for ICS, but di�cult to do user studies
• Preprint out at https://arxiv.org/abs/2104.06051

Thank you for your attention - Questions?
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